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Product description

1.1/ Overviews

With the development of Industrial Internet, the degree of industrial automation is higher and higher,
and the requirement of high-—speed, reliable and safe factory network is higher and higher. Beijing
Huasheng Yunlian’s “industrial internet reliability and security experimental system” will play a
very good role in how to make the students of information automation learn the relevant knowledge
about industrial internet networking.

The system provides a complete network system and a network security protection system to meet the
modern and complex demands of industrial integrated automation.

Its technical features include: a Comprehensive Factory Network Architecture; advanced voice, Network
high-definition video surveillance and network fusion communications; and Secure Enterprise
Information Data and control core data exchange equipment

The overall system architecture is shown in figure.

“Industrial Internet reliability and security experimental system” includes the industrial scenarios
of Ring Network, redundant network, bridge, routing, WIFI coverage, PLC and intelligent devices in
control network, hardware—in—the—loop simulation and full simulation. Workshop Industrial Isolation
net gate, industrial firewall.

Among them, the factory network system will be a very important foundation, and the factory network
training system. It is an important part of the Industrial Internet and the ITASYS integrated system
that we promote

The factory network security equipment system uses Qi Anxin industrial network equipment, 1 site—class
Network Gate, 1 workshop—class Network Gate, 1 industrial firewall.
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1.2/ Features of the product 2.0/

El Covers control networks, field networks, shop floor networks, and management networks, with Introduction tO Security System

the addition of an industrial cloud network. Clear structure.

have industrial characteristics, including industrial common ring network, redundant network,
industrial cloud network.

New GPON technology, 4G, 5G technology, explosion proof grade Passive optical network
communication have been introduced.

The technology of communication, control, video monitoring, voice and so on is introduced. Industrial Internet security to provide professional enterprises, “Qi Anxin” industrial-level
gateway and firewall.

Network security and network reliability are the emphases of industrial communication. . . . . .
Difference Between Industrial Gateway and industrial firewall

Tk TV K
1.3/ Introduction to reliable network system ElkaL it Lot SR L SR U SRl
R R %EM%&%%%?@, RHERES BENBEE

@ The introduction of the industry’ s Advanced Industrial Gateway and industrial firewall.

Provide Ring Network switches, optical link networks, network management redundant three—layer

switches, routers; provide GPON, UNO, IP voice communications, video monitoring and other integrated GIEESS BT Tt s S e A
communication equipment. AR R A RVFTCP 2 E FEVFTCP2=1E
Control Network, Field Network, workshop network, and management network, clear structure. These include: ZIEESS AJeVE SR 107 17 fett M2 TR
AT R AY L KA B 7 AR i B ANfEBy kA
El Control Network, provide PLC and I0 control module between the Ethernet, RS485 communication. e
Y fig 5 R WfE e MR B E B T WE7 24l ikeatia
Field Network, provide PLC and gateway, PLC and switch communication, as well as gigabit optical YER /)N
ring network. AR R Rt
Workshop Network, provides two—tier three—layer switching, integration of communication. Building = EE N REGES of i FH 135 B

a redundant network based on dual network and load sharing.

Management Network, provide wi—fi coverage, routing, VPN network, Internet audit, etc. ) ) ] )
Qi Anxin Industrial Safety (enterprise level) overall program
CLOUD NETWORKS: low—level wireless networks, and mobile networks. Various cloud gateways.
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? m g g The first line of Defense of Industrial security—-the last line of defense-the industrial firewall,
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the four-fold white-list integrated protection, the construction of industrial security border defense.
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2.1/ Training Program

Industrial Ring Network switch

Cognition and basic operation of ring network switch
Redundant configuration of ring network switch
Partition Isolation (VLAN) for ring network switches
Router

Cognition and basic operation of router

Ip Address configuration

Static routing experiment in industrial environment
Communication Quality Assurance

Routing Protocol routing experiment

Security settings for ring network
switches (static Mac)

Dual-channel redundancy configuration
(link aggregation)

Industrial routing security control

A
Shop—level network layer server mapping
Bl ACLExperimental ACL

a

Shop—level network layer server mapping

BORTE St 7SS (AR

Xpon system

Introduction of key technologies of XPON optical access
Xpon basic configuration experiment

Basic business load configuration

Basic function test and verification experiment
Protocol configuration experiment

Other network devices

Voip voice telephony networking and integrated
communication

Wifi manager

Industrial Gateway

Experiment of Network Gate configuration
Industrial Protocol testing

Anti virus test

Content filtering

Industrial Firewall

Firewall configuration

Multi—level white list access control

Three—phase operation mode verification

2.2/ A list of equipment for the system

2.0/

Video surveillance system

| The connection and configuration

of various cameras )
The installation, connection and setup

of the decoder of the ball head
Connection and debugging of hard disk

video recorder ) )
The network remote monitoring of the

system . .
System Fault diagnosis and treatment

Wifi plan

FTP, HTTP, etc.
White List Control
A Five-tuple control

Centralized management

[~

Centralized management

White List self-study

According to the customer focus, provide different equipment

list, general equipment as follows:

No Name Quantity Purpose
1 Ring Network switch with optical module, 3 sots Ring Network and redundant
Optical cable network, VLAN configuration

9 Router sots Router experiment and ACL
etc.

3 WIFI AP 3 and AP Manager 1 Isets

4 Chianxin industrial firewall Isets Black and Wblte lists,
cyber security

5 Qianxin industrial gateway 2sets

Ten gigabit GPON core switch with 4 ONU

6 ; . . . Isets GPON network
terminals, splitter, fiber optic cable v
. . . Voice System and fusion
7 Voip voice switch and SIP phone lsets .y .
communication
. . Video system and fusion
8 Video surveillance cameras and network cameras Isets 'y .
communication
L . Data acquisition system
9 Acquisition Gateway based on Wifi 2sets d y

based on wireless network
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No Name Quantity Purpose
L . Constructi f dat
Acquisition Gateway based on Mobile o ? ? on o a.a
10 . . 2sets monitoring system in mobile
Communication
network
Industrial Protocol Gateway Based on cloud Industrial Protocol Gateway
11 Isets
platform for Cloud
Provide control network
. ui t and k with th
12 Siemens PLC Ethernet I0 module Isets equipment and work w . ©
Protocol Gateway to provide
control system to the cloud




